Exhibit 8—The Health Insurance Portability and Accountability Act
(The HIPAA Privacy Rule)

The Standards for Privacy of Individually Identifiable Health Information (Privacy Rule)
establishes, for the first time, a set of national standards for the protection of certain health
information. The U.S. Department of Health and Human Services (HHS) issued the Privacy
Rule to implement the requirement of the Health Insurance Portability and Accountability Act of
1996 (HIPAA). The Privacy Rule standards address the use and disclosure of individuals’ health
information—called “protected health information” by organizations subject to the Privacy Rule
— called “covered entities,” as well as standards for individuals' privacy rights to understand and
control how their health information is used. Within HHS, the Office for Civil Rights (“OCR”)
has responsibility for implementing and enforcing the Privacy Rule with respect to voluntary
compliance activities and civil money penalties.

A major goal of the Privacy Rule is to assure that individuals’ health information is properly
protected while allowing the flow of health information needed to provide and promote high
quality health care and to protect the public's health and well being. The Rule strikes a balance
that permits important uses of information, while protecting the privacy of people who seek care
and healing. Given that the health care marketplace is diverse, the Rule is designed to be flexible
and comprehensive to cover the variety of uses and disclosures that need to be addressed.

Protected Health Information. The Privacy Rule protects all "individually identifiable health
information™ held or transmitted by a covered entity or its business associate, in any form or
media, whether electronic, paper, or oral. The Privacy Rule calls this information "protected
health information (PHI)."

“Individually identifiable health information™ is information, including demographic data, that
relates to

e the individual’s past, present or future physical or mental health or condition,

e the provision of health care to the individual, or

e the past, present, or future payment for the provision of health care to the individual,
and that identifies the individual or for which there is a reasonable basis to believe can be used to
identify the individual. Individually identifiable health information includes many common
identifiers (e.g., name, address, birth date, Social Security Number).

The Privacy Rule excludes from protected health information employment records that a covered
entity maintains in its capacity as an employer and education and certain other records subject to,
or defined in, the Family Educational Rights and Privacy Act, 20 U.S.C. §1232g.

De-ldentified Health Information. There are no restrictions on the use or disclosure of de-
identified health information. De-identified health information neither identifies nor provides a
reasonable basis to identify an individual. There are two ways to de-identify information; either:
1) a formal determination by a qualified statistician; or 2) the removal of specified identifiers of
the individual and of the individual’s relatives, household members, and employers is required,



and is adequate only if the covered entity has no actual knowledge that the remaining
information could be used to identify the individual.

Covered Entities. The Privacy Rule, as well as all the Administrative Simplification rules,
apply to health plans, health care clearinghouses, and to any health care provider who transmits
health information in electronic form in connection with transactions for which the Secretary of
HHS has adopted standards under HIPAA (the “covered entities”). For help in determining
whether you are covered, use the decision tool at:
http://www.cms.hhs.gov/hipaa/hipaa2/support/tools/decisionsupport/default.asp.

To view the entire Rule, and for other additional helpful information about how it applies, see the
OCR Web site: http://www.hhs.gov/ocr/hipaa. In the event of a conflict between this summary
and the Rule, the Rule governs.

Excerpted from “OCR Privacy Brief: Summary of the HIPAA Privacy Rule”
Office for Civil Rights
U.S. Department of Health and Human Services

http://www.hhs.gov/ocr/privacysummary.rtf
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